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Tableau 1: Liste des abréviations

Terme/abréviation Définition

Processus d’affaire Correspond au processus opérationnel en France.

SMQ Systeme de management Qualité
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1 DIGITAQ Platform Definition and Vision

DIGITAQ platform provides the necessary support for the higher education institutions and
corresponding authorities to create, manage and update processes related to education and
administration aspects. The designed processes have to be monitored through a set of
performance indicators, based on the process performance that the controlling authorities can
give their assessments. The overall procedure is supported by the specific Dashboards used
for visualisation of the process core parameters.

1.1 Introduction to the DIGITAQ platform building Process

A software platform is an operating environment hosting various smaller applications that are
executed within to deliver corresponding services [51]. Additionally, a software platform is
one specification of infrastructure with the focus on creating and making specific content
usable by interested parties. Software platform intends to bring solutions to address specific
needs of users (e.g., training and learning services), make various connections (between
internal and external tools, hardware and software, teams, data, and processes), and
consolidate the data that might be scattered in different sources (e.g., online and printed
pages) [52]. Moreover, Software platforms offer distinctive value propositions for platform
owners, app developers, and users. Each of these has distinctly different needs and
motivations for participating in a platform ecosystem. Therefore, a platform-based business
model must not only meet these distinctive needs but must also do so in a more compelling
manner than a standalone product or service business model [53].

The software platform design is the process of defining software methods, functions, objects,
and the overall structure and interaction so that the resulting functionality will satisfy your
users’ requirements and deliver the requested capabilities [56]. The growing complexity of
the modern Information Systems (IS), which can be considered as a type or collection of
platforms [58]. With hundreds of components and corresponding interfaces has raised the
need to use a certain logical construct or architecture during the design process [59]. Thus, the
key elements of the design process are the business model and the platform architecture [54,
55]:

- Business model identifies the services that you plan to sell and/or deliver, its identified
target market, and any anticipated expenses. Before the most important processes and
functions can be identified, the business model of the software platform has to be
described.

- Platform architecture involves designing comprehensive computer systems which are
used for storing, delivering, and optimising a range of considered information. The
software platform architecture represents the design decisions related to overall system
structure and behaviour. Architecture helps stakeholders to understand and analyse
how the system will achieve essential qualities such as modifiability, availability, and
security. The following are matters related to the function of software platform
architecture as a blueprint. The blueprint will define a structured solution so that it can
meet all technical and operational requirements. Besides the mentioned aspects, the
blueprint must be able to optimise general attributes such as performance and security.
This blueprint will involve a series of critical decisions about the organization
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regarding the software development process, and each of these decisions can have a
significant impact on the quality, maintenance, performance, and overall success of
the final product.

To support the design process, we consider the TOGAF — The Open Group Architecture
Framework, as the baseline for the system design. The TOGAF is the tool used for
development, acceptance, use and maintenance of the IS architectures [60]. It allows
considering the IS as a set of building blocks that are grouped together and form a system. A
building block represents a component of designed system capability that can be combined
with other building blocks to deliver architectures and solutions [60]. In the case of TOGAF
there are the following key building blocks: the Architecture Building Blocks (ABB) defining
the required capability of the architectural element (in other words a single aspect of the
model) and the Solution Building Blocks (SBB) defining the components and tools to provide
the capability defined in ABB. Important is to mention that ABBs define the functionality and
high level aspects of their implementation without the detailed design.

The specifications of ABB are as follows:

Fundamental functionality and attributes: semantic, security capability and
manageability

Interfaces: chosen set, supplied
- Interoperability and relationship with other building blocks
- Dependent building blocks with required functionality and named user interfaces

On the other hand, the specifications of SBB are:

Specific functionality and attributes

Interfaces; the implemented set

Required SBBs used with required functionality and names of the interfaces used

Mapping from the SBBs to the IT topology and operational policies

Specifications of attributes shared across the environment (not to be confused with
functionality) such as security, manageability, localizability, scalability

Performance, configurability

Design drivers and constraints, including the physical architecture
Relationships between SBBs and ABBs

Another important element of the TOGAF is the artefact, which is an architectural work
product that describes an aspect of the architecture. Generally speaking, artefacts can be
represented as catalogues (lists of things), matrices (showing relationships between things),
and diagrams (pictures of things). Examples include a requirements catalogue, business
interaction matrix, and a use-case diagram (see Figure 1). An architectural deliverable usually
contains multiple artefacts.
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Figure 1 — Exarﬁple of Architecture Definition Document

Figure 1 shows an example of an Architecture Definition Document demonstrating
relationships between artefacts and building blocks [60]. This document contains a number of
complementary artefacts that provide descriptions of the building blocks relevant to the
architecture. For example, a process flow or a use-case diagram (an artefact) may be created
to describe the building block, in the example target/baseline call handling process. In this
example the types of building blocks are not defined. However, an artefact can describe both
the ABBs and the SBBs.

1.2 DIGITAQ Platform main objectives and challenges

The main objective is to allow the Algerian Ministry of Higher Education to use the quality
information and quality assurance database supported by corresponding dashboards in order
to carry out accreditation and audit through well-established performance indicators.
Dashboards can be designed more specifically to track the implementation of educational
plans or governance policy of higher education institutions.

Another core objective is to come up with a global architecture for the digitization of the
quality assurance system for higher education in order to guarantee the proper assessment of
the process performance of established projects and the quality assurance mechanisms. The
architecture encompasses the structure, scope and nature of the information recorded in the
overall architecture.

The architecture addresses the two-level structure:

e Regional level: regional institutions get the necessary support in terms of
external evaluation, self-assessment and steering.

e National Level: includes the establishment of a quality centre of excellence
through certification, coaching of trainers, recommendation and
benchmarking.

The overall procedure that should be introduced includes a set of steps. During the first step
education related processes are formulated and the objectives are set. To be able to track the
performance of the process and the fulfilment of the objectives a set of performance indicators
or metrics should be formulated to be later applied for assessment. Based on these the
processes are designed, for instance, using the BPMN tools. After the processes are ready,
they are launched and constantly monitored using the performance indicators introduced
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during one of the previous steps. And finally gathered information about performance is used
to improve the processes.

1.3 DIGITAQ Platform specific requirements

As mentioned in the previous section the overall architecture consists of two levels: the
regional and the national ones. Thus the requirements can be also divided into two parts:

- One of the main actors on the National Level is the Ministry of Higher
Education and Scientific Research (MESRS) that formulates the national
strategy for the educational institutions all over the country. Besides this,
MESRS performs an audit and analyses the performance of individual
institutions and based on this performs accreditation. The core requirements
for the MESRS remain the possibility to track the performance indicators
and collect the data into a central repository for further accreditation.
Moreover, it is important to be able to adjust the strategy/vision based on the
situation assessed. The second actor on the National Level is the Centre of
Quality Excellence that performs certification, trainers coaching and
benchmarking. For this entity the critical requirement is to be able to extract
the knowledge from the quality information to provide the high standards of
coaching and benchmarking.

VisionSStratdgie

Audit d'indicataur

MESRS

KEnowldge Ba
Quality Infor

F, 498

Niveau national

RMAIQES Ev
al’'Spec
ACCC pagrer Résultats
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Accum pagner ATy
o O
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Infrastructure Viea I'Universite

Construire la politigue
Chual
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[ Ii ar

Auditer des indicatewrs

&
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Figure 2 — 1st vision of the DIGITAQ architecture

- On the regional level Quality Hub is responsible for support of external and
internal evaluation of the higher educational institutions and thus requiring
the constant feedback loop with the Centre of Quality Excellence to adjust
their actions. Another entity that is situated on the regional level is the
Governance entity constructing the quality assurance policy, actions’ plan
and monitoring the performance indicators on the regional level. This entity
turns the general policy formulated by MESRS into a concrete plan of
actions. The critical requirement here remains the ability to monitor the
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performance indicators to assess the quality and to be able to adjust the
processes on the regional level. And the last entity is the higher education
institution itself that possesses the infrastructure and is responsible for
implementation of the quality assurance actions and processes. For the
institution is important to have the relevant information on the policy
prescriptions to adjust internal processes accordingly.

1.4 DIGITAQ Platform Vision

In general, the main goal of the DIGITAQ initiative is the provision of an environment with
corresponding mechanisms to provide quality assurance in higher education with particular
focus on Algeria. The environment has to communicate with a distributed national database,
fulfilling the needs on exploitation and forecasting. In the preparatory phase the lack of a
business process management system that is able to assign and track the KPIs of academia-
related processes was ascertained, forcing the project to come up with its own proposal for
such a system.

In this chapter we discuss the potential scenario and corresponding architecture. There are
some core actors in the scenario:

- Students, job seekers.

- Supervisors, Professors and Teachers.

- Administration — is responsible, for instance, for issuing certificates.
- Other interested stakeholders (e.g. employers).

The objective of the DIGITAQ platform is to enable the design of various academic processes
with ability to assess them through a set of metrics or KPIs (Key Performance Indicators)
used to make informed decisions in order to improve the management, quality of training and
research. The processes can be related to different aspects of the university’s life from
curricula design to organisational issues. To assess the quality of the different academic
processes a set of KPI have to be established and assigned to each of it, so that at run-time,
parameters derived from the process are checked to fit the threshold or a time frame. Thus,
during the process design phase, not only the stages of the process are defined, but also the
KPIs or metrics are set. After the process is designed and deployed at the run-time, the KPIs
will be constantly monitored and visualised using the corresponding dashboard that will be a
part of the DIGITAQ platform (see Figure 3).
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Figure 3 — The DIGITAQ high-level architecture

DIGITAQ platform allows for different stakeholders (students, supervisors, administration,
etc.) to manage different academia-related processes (e.g. curricula management) at the
design-time, as well as monitor the data and track the KPIs using the dashboard at the run-
time. The Process Designer tool is used for the designing purposes. In this case, a limitation
of traditional Business process management (BPM) solutions such as, focus on internal
workflows within a single organization need to be overcome for the formation of a peer-to-
peer BPM system that enables multiple entities to exchange information directly with
counterparties while promising the integrity of the process.

However, the challenging issue is to ensure the secure and flexible communication between
the DIGITAQ platform, the university ecosystem and other involved stakeholders. In this
regard, a distributed database or any other similar technology may be used to secure the
information flow and to authenticate the communicating parties to avoid the date leaks to the
non-authorised users. Moreover, the DIGITAQ platform will provide a set of APIs (associated
to the interfaces in the right side of Figure 1) that can be used by the university to access the
capabilities of the platform. Such platform agnostic approach also contributes to the
interoperability, which is the corner stone for the collaborative systems.

Some specific software mechanisms that may be distributed to control processes involving
multiple parties/universities following specific regulatory rules and able to trigger alerts to
some users must be defined. For the designing and further control of the processes the system
has to share documentation, interconnect information, and track different states of
transactions according to security and safety standards. The communication with the
University and the DIGITAQ environment will be accomplished through the set of easy-to-
use APIs. Thus, such APIs are integrated with BPM solutions and the legacy university
systems extending functionality and improving security and data integrity. The low-level
security can be assured through, for instance, the physical unclonable function, i.e. fulfilling
the 10T non-repudiation requirement, ensuring that a device cannot dispute its authorship, or
the validity of a message sent by it.

During the project it is planned to design a set of academia-related processes that will be
evaluated in the scenario in cooperation with corresponding university. However, besides the
ready-to-use processes, the DIGITAQ platform will provide the opportunity for the users to
design they own new customised processes or re-adjust the available ones to be later deployed
at the run-time. Thus, the DIGITAQ platform provides a kind of a feedback loop, when the
user (i) develops the process assigning corresponding KPIs in the DIGITAQ laboratory, (ii)
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deploys it at the run-time and (iii) is able to re-adjust the process based on the KPIs
monitoring feedback acquired in the dashboard. The KPIs will be used to evaluate every
process step to check its quality. In the dashboard, admin can check the results of the process
performance based on the KPI measurements (values, parameters) provided by the University
side. In fact, the dashboard reflects the current process status at the run-time.

1.5 Implementing the DIGITAQ Platform: a generic and global use case

scenario

One of the main purposes of the DIGITAQ platform is to enable the process design through
the BPMN tools and the design of performance indicators that are utilized to assess the
process performance. The BPMN tool ensures the customised development of education-
related processes. This includes definition of the variables/parameters that the designed
process will contain, the main actors involved in the process, as well as flow of the action
blocks. After the process design is accomplished, it should be stored in the database
supporting the storage of BPMN flows. Figure 4 shows the example of the BPMN process
addressing the new curriculum establishment procedure. The established process can be then
checked on the compliance with the regulations of corresponding authorities. In other words,
the authority should have a copy of the process for formal check.

p
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| Process XY execution :\

s Whaohas to repaortin
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Figure 4 — example of the process piloting
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Another critical stage is the formulation and the design of the performance indicators that are
used for assessment at the run-time. Those performance indicators should be formulated and
designed during the process design phase itself. Moreover, the indicators have to be also
aligned with the governance authority regulations. After the process is deployed and the
performance indicators are assigned for monitoring, the reporting tool comes into play to
report any possible deviations from the performance indicators previously set.

It is also critical to keep a general picture over the performance of individual
entities/institutions or even set of entities. For this purpose, Al Analytics and the
Dashboarding components have significant role. The Al Analytics can be applied to the data
gathered based on processes performance indicators monitoring to reveal some hidden
patterns that can be used for process optimization. The Dashboarding component can assist in
development of customized Dashboards that can be used for the monitoring of the situation on
different levels, both individual and national wide.
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2 Analysis of Platforms for Quality Digitalisation

In this chapter a state of the art of various technologies approaches as platforms for academic
quality assurance is reported.

2.1 General introduction to digitalisation and QA in HE

In a study entitled ‘‘Digital Campus - A future former investment in education for a
sustainable society’’ [39] it has been proposed how a digital campus might ensure quality
assurance of teaching, research and administrative management, using innovative
technologies. The solution considers anytime and anywhere access to universities, learning,
research, and meeting industry. The services considered are joined in four different groups
next described (Figure 5).

Digital Campus

/The;;ic

Registration . \
ﬂ [ Aavising & t Centres, Gradation 'a 3
v ' Class Networking & Alumni
~\Schedule Socializing

Application Class work

Management & Learning
resources

a ' Exams &
Grading
J& Qnrolments/ \\access

Figure 5 — Student’s journey within Digital Campus [39]

Application management & Enrolments includes the portal of the university, enclosing
services such as the enrolment process. The Registration Advising & Class Schedule, encloses
the processes that are opened until the conclusion of the student degree. Thematic Centres
Network Socialization, which is an important part of networking, offering different clubs for a
variety of areas. Exams and Grading considers social restrictions due to Covid19 pandemic. It
that context it has been used applications such as: MS Teams, Zoom, Sype for Business,
Office 365, etc. In Gradation & Alumni block, might be considered that on one hand
transcription can be performed online, on the other hand it is possible to achieve the learning
developments and research projects in partnership with industry.

Those services have been considered in the digital campus architecture (Figure 6), grouped in
a variety of areas namely: academics, accreditation, Industry & Community Connections,
Digital Student Journet, Administration, and IT & Security.
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Academics area encloses items such as learning management systems (LMS), virtual and
blended learning, learning analytics and assessment models, library and CMS. Accreditation
area includes, for instance, the quality of teaching and learning, i.e the academics and
institutional performance concerning both research and academia, infrastructure, ranking,
quality management, real time management. Area of Industry and Community Connection are
considered regarding their connection to the university, as a crucial part of process of teach
and research. Digital student journey area encloses the services delivered by the university to
the student, ensuring remote connection to the campus. Administration and IT and Security
includes components connected to human resources, finance, accounting, welfare, support
functions, security, mobility, secure data warehouse.

Recently, Sailer et al. [40] proposed the cb-model for local and distance learning
environments in higher education, of contextual facilitators for learning activities involving
technology. It clarifies teaching learning research, proposing a roadmap for future research
through sustainable learning activities. It encloses the cognitive processes of students using
digital technologies. In a broad view the model encloses an integrative framework considers
the following branches of research: cognitive research on learning process supporting digital
technologies, research on skills and attitudes using digital technologies in schools and higher
education, research on educational development concerning digital innovation, additionally
tool centred research focused on technology-enhanced scenario. The architecture encloses the
following interconnected activities (Figure 7):

e higher education teachers, skills;

e Higher education teacher’s digital technology use;

e Higher education teachers’ qualification;

e |Institutional, organizational, and administrative factors;

e Higher education teachers’, digital technology equipment;
e Students learning activities involving digital technology;
e Student’s knowledge, skills, and attitudes;
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Figure 7 — Ch-model for distance learning environments in higher education [40]

A study [41] proposes an institutional reference framework for eLearning in higher education
(Figure 8), which is based on layered patterns. The technological infrastructure layer,
enclosing three sections: management and governance, physical infrastructure, and logical
infrastructure. In online learning, the technological infrastructure presents a solution
combining different aspects, including for instance servers, storage space, audio-visual
content. According to the same authors, the quality eLearning should consider: a) non-
presential initiatives must have institutional virtual spaces; b) non-attendance must have
should maintain the same structure (academic and quality); c) student's size defined
considering collaboration and interaction; d) flexibility in asynchronous components; e)
ethical aspects must be considered; f) assessment systems should consider the diversity of
students; g) teachers must have adequate preparation. According to what has been previously
said, the following functions are considered: a) contents creation; b) virtual environment
(contents, activities, tools, resources); c) synchronous teaching through video conference; d)
Asynchronous tutoring and monitoring; €) Mentoring or personalised follow-up avoiding
drop-out.
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Figure 8 — Institutional reference framework for eLearning [41]

In a study entitled "Towards a Framework for Assessing MOOC Quality and effectiveness:
the case of quality assurance in higher education™ presents two studies which aims to
introduce teachers’ activity in blended practice. Framework is seen as tool to support quality
and learning experience. Features: a) openness to learners, and flexibility to study, b) digital
openness, c) learner-centered approach, d) independent learning, €) media-supported
interaction, f) recognition options, g) quality focus, h) of diversity. The research work refers
to implement the design in a quality-oriented approach, based on equity, social inclusion,
quality, diversity, autonomy and openness. The authors argue that centres of excellence have
top quality standards in both research and MOOC development. Additional features:
specification of learning outcomes, process for assessing learners', learners’ retention,
identification of transfer and progression routes, recognition of prior knowledge. Results
revealed a positive trend concerning high MOOC quality in agreement to valid principles:
learning concepts, education instructions, guidelines and good practice.

In a study, Tsiligirisa and Hill [42], proposed a model that aims to solve the gap between
quality management and student experience. The focus is to measure quality in international
higher education. That Integrates: a) quality control, which focus is to check when standards
have been achieved; b) quality assurance, is focused on stakeholders achievements; c) quality
audit, might be seen as the process that assures that strategic objectives concerning teaching
and learning mission have been achieved; d) quality assessment, might be seen as the process
of evaluation; e) quality enhancement, it is mainly focused on improvement; e) quality
management, that refers to processes supported policies and systems, which allows to enhance
quality in education. According to the authors the latter encloses other expressions of quality
in an expectations-perceptions model. The same study it is presented a conceptual framework
that models the process of service quality (Figure 8).
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A study entitled «Human and Infrastructural Resources for Quality Assurance in Polytechnic
Office Technology and Management Program» [43], quality indicators for quality assurance
of Polytechnics. The study included a questionnaire applied to 87 lecturers and instructors.
Focused on standards in the field of curriculum design, implementation and evaluation,
staffing, school facilities, students support services, staff professional development, and
program management structure. In contrast to human resources quality indicators, it has been
found that infrastructural indicators were inadequate for quality assurance.

Quality indicators are very important to be considered in the process of quality, especially for
business intelligence proposes. In a study dedicated to the quality in teaching learning
processes [44], refers to a variety of quality indicators concerning teaching learning in
computational intelligence in digital pedagogy. Those consider the following aspects of
quality in higher education:
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- Curricular aspects — which considers the mission and the vision of the institute
concerning the target programmes. That considers employability, innovation, and
research in the design of the curriculum.

- Teaching aspects, learning and evaluation — might be seen as aspects that directly
indicates the level of professionalism of the teachers.

- Research, consultancy, and extension — encloses the following indicators: quality of
research is one of the most important indicators of research.

- Infrastructure and learning resources — enclosing indicators such as well-being of
students, and employees. Maintenance of the campus might be a part of it.

- Student support and progression — in this scope might be enclosed mentoring for
development of the students, encouraging them to participate in community and social
activities.

- Governance, leadership, and management — are crucial for resource mobilisation.
Ambitious institutional vision and leadership has been seen as an effective strategy for
institutional development, and faculty empowerment.

2.2 Examples of Platforms for Quality assurance

One of the aspects that pushed further digitalization of the processes in academia was the
COVID pandemic. The following research [50] investigates how the pandemic has affected
the higher education landscape in Taiwan. The institutional transition to online learning under
the COVID-19 crisis has established remote working models with dependable IT
infrastructure, which indeed challenges the tradition mode of external reviews undertaken by
quality assurance (QA) agencies. On one hand, the conventional model of QA has quickly
shifted into virtual mode; on the other hand, the accreditation validity would likely be
extended due to limitation of technology and travel. Many issues of QA in higher education
became immediately apparent as a result of COVID-19, and this will facilitate QA agencies to
adopt a more flexible, innovative and contextualizing method to ensure students’ learning
outcomes. Therefore, a theoretical framework of crisis management to examine the
interconnectedness among government, higher education and quality assurance was created in
three dimensions of autonomy, digitalization and flexibility as follows (Figure 10).
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Figure 10 — Theoretical framework of crisis management in terms of autonomy, flexibility and digitalization [50]

In the study [45] authors analyse a schema for the design and approval process of the Massive
Open Online Courses (MOOC) at some UK universities. A MOOC [49] is an open-access
online course (i.e., without specific participation restrictions) that allows for unlimited
(massive) participation. Many MOOCs provide interactive elements to encourage interactions
among students and between students and the teaching staff, although the latter is not a
defining requirement. In [45] authors state that the approval process for conventional
courses/programs considers the quality assurance requirements such as: breadth and depth of
subject content, students’ engagement in monitoring and influencing the curriculum, etc.
Moreover, the process of course/program approval should be aligned with indicators from
Quality Assurance Agency and the university’s strategy.

Five universities, being analysed, use similar main steps in the MOOC design and approval
process, which is mainly derived from the platforms’ criteria. These steps start by choosing
the main topic around which to create the courses, followed by designing the content and
assessment, the technological design, and finally approval of the courses. These steps can be
interspersed by some internal quality assurance procedures. Based on data analysis for
ongoing quality assurance at the five universities, Figure 11 shows the consensus of the
universities regarding the main steps in the MOOCs design process. One conclusion made in
the study is that the approval process for MOOCs is ‘lighter’ than the process for
conventional courses, which is described as a ‘rigorous’ process in comparison.
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Figure 11 — The main steps in the MOOCs design process [45]

Digital education platforms are in the scope of many research works. For instance, in [46]
authors propose a model to support blended and active learning taking into consideration
underlying didactical strategies and processes. They indicate different levels of maturity
depending on the skills and the needs of the educators, which require certain path and the
resources involved that can be either simple or elaborate (Table 1). The maturity levels vary
from the most basic level A to the most advanced level H, depending on the objectives and
confidence in digital skills.

Table 1 — Maturity Model in Digital Education [46]

Level

A

Activities and Resources Obijectives and Achievements

In-Person or Online Training
Modules (for Educators)

Developing Digital Skills

Orchestrating and Using Digital Implementing Enriched Traditional

Learning Resources (Learners using
Computers or Tablets without
Network Access)

Orchestrating and Using Online
Learning Resources (Learners using
Computers or Tablets with Network
Access)

Personalizing, Creating or Co-
creating Digital or Online Learning
Resources

Designing Rich Educational
Resources for Individual or

Learning Scenarios (and
Summative Assessment)

Implementing Blended Learning
Scenarios

Collaborating with Colleagues and
Implementing Blended Learning
Scenarios

Implementing Active Learning
Scenarios (and Formative
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Collaborative Activities Assessment)

Implementing Learning Analytics Supporting Awareness and

Apps and Dashboards Reflection for Both Educators and
Learners

Sharing Rich and Open Educational = Providing Digital Education and

Resources Resources with all Stakeholders
Collecting and (Pseudo-) Promoting Open Educational
Anonymizing Digital Traces and Science for Research and Impact
Learning Outputs Assessments

To achieve the mentioned maturity levels in design of digital education platforms mentioned
above, the authors propose the Quadriptych Techno-Pedagogical Model (Figure 12). As the
name suggests the model contains four elements, namely:

Builder. This element enables the integration, personalization, the creation or the co-
creation of learning resources, and their orchestration in learning activities by
educators. It covers the orchestration and production features The “Builder” is for
interactive online learning resources what the PowerPoint presentation editor is for
slides. The “Builder” service should be so intuitive that it does not require the
intervention of software or educational specialists in the design process, as it is known
to impair spontaneity and creativity.

Player. This element enables the usage of learning resources by educators (for
presentation purposes) or by learners (for interaction purposes). The “Player” also
enables learners to discover, explore, and experience rich educational content, as well
as consolidate and construct or co-construct their own knowledge, while also
developing transversal skills. The “Player” service is to interactive online learning
resources what the PowerPoint presentation is to slides, with the additional features of
having components being stateful and able to hold contributions from learners
between sessions.

Explorer. This element is an open library enabling the sharing and the discovery of
open educational resources to cope with the scarcity of relevant digital content
available to educators and proposed to learners or other stakeholders. Before arriving
at that point, resources can be used independently. Then at some point, educators can
start sharing them with trusted colleagues and even adapt them collaboratively. When
educators believe that their resources have reached a good level of quality, they can
decide to share them openly.

Most domain-specific libraries for educational resources currently enforce a complex
validation process or commercial scheme before publishing a resource. This is not only
impairing free and large access to knowledge, but it also explains why most educational
resources are currently shared through YouTube, alongside a plethora of useless content
(from an educational point of view). Libraries for educational resources should be well
referenced to facilitate search. Moreover, popularity and quality should be elicited from the
users following appropriate enforcement schemes, requiring less top-down moderation.
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Figure 12 — Quadriptych Techno-Pedagogical Model [46]

- Analyzer. This element enables learning analytics (LA), exploiting traces and learning
outputs produced by contextual activities. Taking into account the GDPR — which
states that personal data cannot be shared with third parties without explicit consent —
a trusted platform should have such a LA service built-in. With learning analytics
based on activity traces and learning outputs, educators can refine their resources and
activities from usage patterns and learners’ achievements. Learners can reflect on their
own learning, as well as compare (if relevant) their progress against that of their peers.
Only averaged and anonymized analytics of peers should be provided. Learning
analytics can be shown in contextual dashboards (i.e., dashboards related to specific
activities) or integrated directly into components of the learning resources.

In the next research work [47], the author demonstrates the architecture of the deployed
Learning Management System (LMS). The platform (see Figure 13) is designed considering
the following requirements:

- The system should be based on cloud technologies to provide simultaneous access for
a large number of users.

- The system needs to be cross-platform and support mobile apps.

- The system should be universal enough for educational services both in higher
education institutions and in companies.

- All data, including learning materials, tests, correct answers, etc., are stored on the
server. Access is provided exclusively in secure mode.

- Each user has a unique personal account with the implementation of different levels of
access rights depending on the role in the system.

- The administrator can add authorized agents of educational institutions or companies
and provides the correctness of system’s work.
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- The authorized agent of the organization can change information about the company
(for example, its name, list of subjects, schedule, etc.), add teachers (lecturers),
subjects and groups, delegate access rights, etc.

- Teachers can create and edit learning and test materials, track the completion of
homework. Tests can be created on the basis of the course sections, in particular
without reference to any particular topic. There should be an option of “random”
formation of questions from the given sections and the order of the withdrawal of
possible answers for them.

- Students should be able to find educational materials on any accessible subject,
perform homework, pass tests, have a feedback from teachers and other students
within the system in their personal account.
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Figure 13 — The architecture of LMS [47]

The architecture (Figure 4) separates the platform on the back- and frontend parts. The
frontend should be available from various platforms both desktop and mobile. Backend has
the load balancer with corresponding APIs and the Access-control List (ACL) containing a set
of permissions associated with corresponding objects/resources. Every user has a certain role,
which enables him to perform a set of defined operations with ability to store the changes in
the Database available.

In the research [48], the authors performed the questionnaire of the professors who has
experience in working with various educational platforms for MOOC. The goal was to
identify the advantages and disadvantages related to the platform/ecosystem itself, as well as
related to the users’ groups from the professor’s perspective. The results are summarized in
the Figure 14.
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Figure 14 — advantages and disadvantages of digital platforms for MOOC [48]

2.3 Blockchain based Platforms in the area of Education

Blockchain technology was firstly introduced in 2008 for digital payment [22]. Since then, its
application has been applied to different branches of business and research, organizations, and
universities worldwide. The goal of blockchain is to solve the “trust” problem of central
authority mediating transactions among parties. According to Butterin [23], in blockchain
technology systems improve trust among parties. Furthermore, it excludes the interventions of
third parties to perform transactions. Smart contracts run on blockchain platform, for instance
as executable code blocks. In education, Blockchain provides benefits to a variety of
stakeholders in online learning systems, such as students, teachers, and administrative staff
[24]. Aspects of the blockchain that can be considered as useful for the area of educational
systems [25]: (i) immutability; (ii) reliability; (iii) transparency of information; (iv)
availability; (v) trust. All of those features might directly or indirectly be implied in the
blockchain-based services.

Blcokchain based services are used in a variety of branches. In the context of supply chain
management Yang et al. [26] proposes a quality management platform based on edge-cloud
blockchain and Internet of Everything. The platform concept is developed to achieve low
delay and rapid response to sensor data acquisition, authentication, consistency, transparency
in the supply chain. The system is composed of three main entities: blockchain network,
patient/users; medical institutions/research centers. The major phases are: data registration,
data addition/update, and data retrieval from blockchain. Specifically, the proposed
architecture encloses a data validator to check the quality and authenticity of data uploaded by
users.

Most of the recent blockchain-based platforms in education address the academic degree
management process and evaluation of learning results [1]. For instance, all the data about
research experience, grades, and professional competencies can be securely managed and
stored using blockchain environments. One example of an educational entity that is
successfully applying the blockchain to manage, process and store student certificates is the
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University of Nicosia. Moreover, it is claimed [2] that Nicosia University is the first
institution issuing academic certificates with Pitocin-based blockchain verification. Another
vivid example can be derived from MIT Media Learning Initiative [3] that has co-developed
an ecosystem for creating, sharing and verifying educational certificates. The certificate
reveals some basic information such as recipient, issuer, date, etc.

The main idea of blockchain application in education is the verification of the event, but not
the trustworthiness of each party. In other words, blockchain can be used to verify the fact of
exam happening and its results, but not necessarily the skills and knowledge, as the student
still is able to cheat during the exam and university can issue a “bogus” certificate [2].
Another possible application point includes the connection between the employer and student
or alumni, who can be assured of the validity of the certificate or in other word that the
certificate was given to a particular person and issued by a particular institution [4].
Following paper [5] presents a solution able to do both store the academic achievements and
provide a courses completion prove. The solution is based on the European Credit Transfer
and Accumulation System (ECTS). Assumed that every student has a blockchain wallet to
collect ECTS tokens assigned by the institution for completing courses, so that every time a
student successfully finished the course she/he receives the defined amount of ECTS tokens
(corresponding to the course of completion) to her/his wallet.

Moreover, blockchain in education can be also used for the sake of contributing to the
national and international student exchange programs (EU Erasmus). In general, application
of blockchain has the aim of increasing assessment transparency and contributes to
curriculum personalization [6]. To summarise the importance of blockchain from education
institution perspective, following points can be derived from the literature: (i) contribution to
collaboration among institutions, (ii) reliable storage for life-time education and achievement
records, (iii) no need to coordinate with multiple entities and to pay extra for educational
record verification, (iv) data aggregation from multiple sources, (v) no need in trusted third
party [6, 7].

In smart campus, blockchain co-exist with other applications, such as robotics and loT
(Figure 15). Among advantages ensured by it are: transparency, privacy, security, and data
immutability. Moreover, it might be used to improve the quality of smart applications for
higher education institutions.
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Another work [27] recognizes technology as a concept bringing significant improvements into
the quality of educational process, and a task of strategy in educational community. Learning
skills development might be seen as dichotomic task to evaluate quality and education level of
students [28]. Study provided in [29] proposes a student focused E-Learning platform (Sci-B)
with E-Portfolio supported by Blockchain technology (Figure 16). The study aims at
requirements meeting of universities and improving cooperative education and improving
skills.
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Figure 16 — Student-Centred iLearning Blockchain (Sci-B)

According to [30], blockchain technology might bring innovation to education. One of the
options is the simplified and secure access to high-quality materials. One of those topics is the
quality, for instance the blockchain allows controlling online user records to improve the
quality of content. A research study [28] focuses on smart education and digital university.
Blockchain technology plays an important role in technology accreditation. Furthermore, the
authors discuss digital education strategy claiming: "high-tech strategy represents the
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pathways to universities to adopt the latest technologies of today's society with education
quality™”.

Li et al. [31] proposed a blockchain-based security and sharing scheme for (Massive Open
Online Course) MOOCs learning system, in which the following contributions were
presented:

a) Blockchain-based structure (Figure 17) storage for ERLSs.

Block -1 Block N

Body Body

Transaction-1

Transaction-2

Transaction-n

Figure 17 — Structure of a blockchain

b) Blockchain-assisted architecture implementing conditional anonymity and conditional
traceability, and revocability; ¢) MOOCChain conduct several experiments. The
system encloses the following principal components: trusted registration authority,
MOOCs providers, end-user, blockchain, and data storage servers. A contribution, to
ensure the quality of the processes, is exemplified as follows: MOOCs providers deal
with punishment, if it was verified that the quality of course was complained by
learners or if has been published illegal information, then smart contracts interface will
be invoked. Summarily, the system joins MOOCs and blockchain technologies to
enable: authentication, security storage, sharing of electronic learning records.

Alshahrani [32] proposes unique encryption technique for implementing a blockchain system
in an e-learning (EL) environment to promote transparency in assessment procedures.
Specifically proposes a novel improved elliptic curve cryptography algorithm (IECCA) for
data encryption and decryption, in order to improve the trust in the assessment. The system
encloses three types of stakeholders: (i) lectures, teachers, assistants, instructors, and other
educators; (ii) learners, both on-line and off-line; (iii) readers, members, and the public. The
technique improves truth services in online educational systems, assessment processes
(Figure 18), educational history and credentials.
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The aforementioned system implements a rust-based blockchain system for student
performance management, which core is the proposed encrypted method. It has been proved
that the trust is improved through the proposed algorithm. Himeur et al. [33] proposed a
blockchain-based recommender system. The more the blockchain recommender system (RS)
knows about the past of a user, the better is the quality of its recommendations. The concept
of quality trust improves the quality of the recommendations. The taxonomy of the system is

represented in the (Figure 19).
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Figure 19 — Taxonomy of blockchain based RS [33]
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The authors provide main requirements for the blockchain based RS, namely: adaptability,
response time, scalability, performance, security, privacy. The solutions focus on centralized
schemes. A recent study on student assessment and exams [34] demonstrates blockchain
application in quality assurance for administrative processes and auditability. Seven design
stages have been proposed: (i) initialisation, (ii) submission of draft documents, (iii) internal
moderations, (iv) submission of moderated documents, (v) external examination, (Vi)
submission of final documents, and (vii) signing-off.

Most of the institutions generate and issue certificates in a relatively opaque way. To
overcome this, Smart contracts that govern the whole process from course registration,
assessment attempts, to credential generation, and offer a higher degree of transparency than
existing tools, are of particular interest. A Smart contract based platform with high
transparency level, which allows audit and quality control, has been proposed in [35]. It uses
smart contracts in order to automate procedures for negotiation and personalization of
curriculum, as well as credentials generation (Figure 20).

Teacher hash Teacher deﬁntes Assessment
. . assessmen
cerhﬁcateg in contracts for smart contract ’
a transaction their courses (eg. automated marking)
4 \
Results &\ Certificate when
Feedback completed
_ < 1
blockchain l blockchain
A A
Y Y
Verification Stgdent_ad?s Verification
: submission for :
Service an assessment Service
for consumers for consumers
(eg. employers) (eg. employers)
Blockcerts Blockchain University

Figure 20 — Blockchain platform [35]
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3 Current Technologies for Digitalisation in quality process

Digitalization of the quality process assurance in the higher education remains a big
challenge. This chapter provides an overview over some technologies that can be used to
support the digitization process.

3.1 BPMN Tools

There are several BPMN tools that can be of particular interest for the DIGITAQ project, such
as Bonita Studio or Camunda. The Bonita Studio is the business process management and
development platform. Besides the BPMN design process itself it allows creation of
Graphical User Interfaces (GUI) that can be later utilized as the front end of the application
report component. The GUI creation process is supported through a set of available widgets.
Moreover, Bonita Studio enables requests that can be made using JAVA methods that can be
of use during the process deployment stage. The typical procedure of creating the BPMN
process consists of the following steps:

- Defining business data model that includes establishment of an object with a
set of attributes. An example could be the curriculum object with an attribute
“number of hours” of a specific type.

- On the next stage the process designer defines the organisations and actors.
An example of an organisation could be the higher education institution and
of an actor could be the “professor”. Afterwards the organisation entity is
deployed.

- The BPMN model is designed during the next stage. The designer defines
the BMPN lanes (Figure 21), assigns actors and develops the BPM process
itself by dragging and dropping the necessary elements/components such as
tasks, activities, gateways, events, etc. onto the canvas. Moreover, during
this stage the designer defines the relations among the elements/components
to complete the process flow.

(5 Bonita Studio - 8 x

File astion Development Server View Tesm Help
H-Ba@ R-B- @ [ 6 A
import E fcations | Configue  Run | P W

New Overview Deploy Import Export ... | UlDesigner Applications | Configure Run | Preferences Help Welcome

Ul Designer Appl

CEEEEEET]

Figure 21 — BPMN flow design process example

- After the main elements are on the canvas and connected, the designer
performs the instantiation and uses the Form Editor to create forms reflecting
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the process flow (Figure 22). An example of the form could be the initial
form with an activation button that launches the whole process and some
standard form to fill the curriculum attributes, such as the “number of hours”
attribute.
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= )
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Figure 22 — Bonita Form Editor

- When the process is ready, it is executed at the run-time. And the forms
previously created and assigned to certain process stages will appear in the
pre-defined order. An example here is, for instance, a professor who
prepares the curriculum filling the curriculum attributes. After the
curriculum is submitted another actor, for instance, a governance
organisation checks the curriculum if it fulfils the requirements.

3.2 Distributed systems

Many modern software platforms are relying on horizontal scaling instead of vertical [61].
This means that the platform is deployed and runs on multiple machines/nodes connected
over the network and acting as a single logical entity. In fact, any client-server application is a
distributed system. Same logic is applied to the storage systems, as the time when database
(DB) systems were mainly running on a single node is gone. Most of the modern DBs have
multiple nodes combined into a cluster to improve performance and enhance availability.
Every distributed system has several participants called nodes or replicas that have their own
states. They communicate with each other by exchanging messages. The synchronisation is
accomplished using the clocks, which can be logical or physical. The communication links
can be slow and unreliable, which poses one of the main challenges of distributed systems
that nothing is entirely reliable. The difficulties related to the distributed nature of the systems
are managed by usage of specialised distributed algorithms, which have notions of local and
remote state and execution and work despite unreliable networks and component failures.

3.2.1 Distributed Ledger Technologies

Distributed Ledger Technology (DLT) is generating significant interest in applicability by a
wide range of enterprises, interested in security processes, approve or validate monetary
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transactions and other types of data exchange. This technology is similar to a spread sheet
where a record of transactions and other account information is accessible and transcribed.
This information is owned by every node of a Peer to Peer (P2P) network, where their users
have available a consensus mechanism to guarantee the integrity of the stored information [8].
The authors in [9] describe and analyse the main consensus protocols used in DLT.

According to the authors [10] [8], the most useful properties a DLT are the following:

- Shared record-keeping: multiple entities are allowed to collectively create, maintain,
update and make accessible for those who need a shared set of records (ledger).

- Multi-party consensus: a group of parties of the DLT contribute to reach an agreement on
the records to be stored and shared on the ledger.

- Independent validation: each participant is allowed to independently verify their
transactions as well as the integrity of the system.

- Tamper evidence: data should not be modified, and each participant can perceive if non-
consensual changes occurred.

- Tamper resistance: as a distributed system, the higher the number of the nodes, the more
difficult it is to change past records, increasing the integrity of the data stored on the
ledger.

- Scalability: In some loT systems, the number of transactions tends to increase, taking into
consideration that there is an expansion on the devices and their data. Thus, the
infrastructure must be able to manage such an amount of operations.

- Energy costs: The energy cost to maintain consistent and safe infrastructure from attacks
has to be kept at a reasonable level. As an example, the bitcoin energy cost is already
approaching absurd levels of energy consumption and allocated memory.

- Fees: Transactions should be free of transaction costs. In the 10T system, a high number
of devices are constantly making transactions to the surrounding parties. This fact would
eventually deplete the coin value, hindering its ability to be used for regulating the
veracity of the ledger.

3.2.1.1 Categories of DLT

There are different categories of DLTs, according to data availability, transparency of
information and what users can do with the ledger data. A DLT can be classified as public,
private or consortium DLT [11].

Public DLT: Anyone can use and see the ledger and contribute to the integrity, via trust-less
consensus, of the distributed ledger, without the approval of third- parties, acting as a simple
node or as a miner/validator [12]. According to the authors [12][13], this DLT type is an
example of a fully decentralised system, while the other types come in the category of
partially decentralised systems. Public blockchains have some major disadvantages. The first
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being the high energy consumption the applied consensus uses. They suffer from transaction
speed, since it takes time to validate blocks and then complete the transaction.

Private DLT: is a permissioned DLT, where only those who are given access by a moderator
can participate and join the network. This type is the most restricted and centralised DLT
type. Private blockchains have fewer nodes, making the transactions faster than public ones.
In contrast, as there are fewer nodes it can lack security.

Consortium: The owner of the ledger restricts their access for a selected group of users. Since
the participants are whitelisted, costly consensus mechanisms, as the example of Proof of
Work consensus, are not needed, as there is no threat of a Sybil attack [14]. Their users must
be authenticated before accessing the DLT network and only limited users have the privilege
to accept and verify transactions [12].

3.2.1.2 Smart contracts

Within the DLT context, a group of Programmatically Executed Transactions (Smart
contracts) are computer scripts that, when triggered, are executed by the system. They are
triggered by addressing a transaction to them and they run in a stipulated pattern,
automatically and autonomously, in every node in the network, according to the data that is
included in the triggering transaction. For example, a smart contract could be programmed for
the following agreement: “If flight A is delayed for more than 3 hours, then all passengers
from this flight receive a fixed monetary compensation”. Smart contract execution implies
that every node is running a virtual machine (VM), and that the network acts as a distributed
VM [15]. Deployed smart contracts are stored within the DLT and for this reason they are
visible to all participants in the network [16].

When developing these scripts, it is necessary to take into consideration some programming
challenges, e.g., access to external data sources within a contract [17]. The smart contracts are
executed independently by each node of the chain. Thus, if the smart contract uses an external
service to get information, there are no guarantees that all nodes retrieve the same information
because the information can change between requests from the different nodes or the server
can become overloaded and create inconsistencies between responses. As an example, a
triggered smart contract that uses the real-time value of the product stock from a factory can
get different outcomes from each node execution. This can happen since all nodes run the
smart contract and they will not run at the exact time (as example, due to network delays or
low resources), and the result for each script will be different, causing honest nodes to have
different content. To overcome this issue, smart contracts use “Oracle services”. Oracles are
used as sources of information and either sign a transaction containing a fact, by specifying if
it is true or false, or can themselves provide factual data [18]. An example, Oraclize is a tool
used by smart contracts to access the Internet in order to get data.

Although smart contracts bring the advantage of automating processes, they lack privacy as
they are accessible by all participant nodes within the network, which may not be acceptable
to use in some scenarios. For this reason, the authors in [46] propose the use of cryptographic
algorithms to encrypt the stored data to ensure that only the users who have legitimate
permissions to access the data can decrypt it, thereby improving the data security and privacy.
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The authors in [14] suggest the use of smart contracts as they allow to automate complex
multi-step processes. In [19], the authors suggest using a skeleton contract, as a general
contract which contains all methods and points to the remaining contracts.

3.2.1.3 Types of DLT

DLT is a general term that refers to the technological infrastructure and protocols that have
been accepted by their users, that allows a validation, access and insertion of data in an
immutable manner across a distributed network, within multiple entities and locations. The
most popular DLT is Blockchain, in which each new transaction makes up a new block that
joins the previous one in order to create a chain of immutable blocks. Figure 1 shows a visual
representation of the first three blocks of a Blockchain.

Block Header Block Header Block Header
» Pervious block header hash| * Pervious block header hash Pervious block header hash
‘ version | | nonce | | version | ‘ nonce ‘ | version || nonce ‘
| ngits | | time | | nBits || time | | nBits | [ time |
Merkle Root Merkle Root Merkle Root

Figure 23 — Blockchain data structure. Image from [18]

Figure 23 shows a visual representation of the first three blocks of a Blockchain. A block is
solely a group of transactions bundled together and logically organised, committed to the
ledger. Each one of these transactions is digitally signed by the entity that emits the blocks.
The first block is called Genesis Block. Each block has a header that contains a hash that
references the previous block. Thus, the blockchain generates an immutable time-ordered
history of transactions to other parties. Changing one block would result in inconsistency.
Examples of blockchains are Bitcoin, Ethereum and Hyperledger Fabric.

Another type of DLT uses a Directed acyclic graph (DAG) structure. A graph is a diagram
containing points called nodes that are connected with edges. In directed graphs, the edges are
connected through arrows and indicate the direction from one node to the other, in such a way
that those directions will never form a closed loop [20]. An example of a DAG is depicted in
Figure 24.

Figure 24 — Example of a DAG
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For instance, a particular instance of a DAG is the IOTA Tangle. IOTA is the first open-
source distributed ledger that enables fee-less micro transactions for loT [21]. IOTA
developed an loT-inspired DAG [8] to store transactions, called Tangle [21], which has the
following characteristics:

- Each vertex in Tangle is a transaction and the (directed) edge is its approval.
- Every new transaction has to approve at least 2 new transactions.
- The last edges are transactions to be validated.

IOTA platform removed the need for miners and associated transaction fees through the
requirement of new transactions validate two existing transactions.

Other types of DLT are Hashgraphs or Holochain, however, they are very recent and there are
few documentation and technologies that use this type of structures.

3.2.2 Distributed Database Management Solutions

DIGITAQ plans to adopt the distributed approach for database deployment. Distributed
database can be defined as a collection of multiple, logically interrelated databases located at
the nodes of a distributed system [62]. The two important characteristics of the distributed
database are logically interrelated data and deployment on a distributed system. In its turn, the
distributed computing system can be regarded as a number of interconnected autonomous
processing elements, which can be heterogeneous. However, an important aspect is that they
do not have access to each other’s state, which they discover by exchanging messages
imposing communication costs. Therefore, for the distributed data management and access
there is a need for a specific Database Management System (DBMS).

In the case of relational data, different relations or their partitions might be stored at different
sites, requiring join or union operations to reply to typical SQL queries. One possibility is to
define a schema of the distributed data. On the other hand, data in NoSQL systems, as, for
instance, in the graph DBs, the vertices of a graph might be stored at different sites. In other
words, data in distributed DBs are logically integrated, but physically distributed. The specific
DBMS provides the user the view of a unified database, while the underlying data are
distributed. In the literature [62], the one considers two types of distributed DBMSs:
geographically distributed and single location. Single location distributed DBMSs are
typically associated with computer clusters in the same data centre.

3.3 Security Features

The security of any. system is an important part of their development and it comes with its set
of challenges. Anyway, the security aspects of a system can be tackled by using multiple
methods [37] that may integrate the most important security aspects associated to [38]:

- Authentication: This is a process that ensures that an object has the ability to identify
and prove the identification of another object (and sometimes its own identification).

- Authorization: This is the process that defines the permissions of an identity inside a
network.

- Integrity: Integrity is crucial in any network. It is responsible for checking if data that
has been transmitted has been corrupted or tampered with.
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- Confidentiality: This process is responsible for guaranteeing that data can only be read
by those who do have permission to do it. This is usually assured using cryptography.

- Non-repudiation: non-repudiation is the assurance that a device cannot dispute its
authorship, or the validation of a message sent by it.

Authentication as mentioned before is a security step towards establishing a secure
communication session between an end-user and a server. Assigning an unique identifier for
the devices and users is the basis for the authentication step and the consequent authorization
phase. This fact is important because it allows confirming and insuring the identity of all
parties within a system. As mentioned by the authors in [36], there are several types of
authentication schemes, namely the identity-based authentication schemes which is the
information presented by one party to another to authenticate itself. The party can use one (or
a combination) of hash, symmetric or asymmetric cryptographic algorithms. Figure 25 and
Figure 26 are examples of authentication procedures that can be appended to data in order to
identify the creator of that data.
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Figure 25 — Digital Signature mechanism [2]
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Figure 26 — HMAC [3]

Digital Signature Algorithm (DSA) is an example of Public-key cryptography or Asymmetric
cryptography. This cryptography method encrypts and decrypts data by using a public key
and private key pairs. The public key is a key that can be shared between any users of the
system, whereas the private key is only known by its owner.

A Hash Message Authentication Code (HMAC) is an example of a private-key cryptography
or symmetric cryptography. Symmetric-key algorithms make use of a single key (secret key)
to encrypt and decrypt data that is only shared between data receiver and data sender. DSA
and HMAC can be both used to simultaneously verify data integrity and authenticity of a

message.
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Figure 27 — Certificate issuing process

3.4 Final Discussion about Technologies to be used
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Blockchain even being analysed as a prominent technology solution cannot be used within the
DIGITAQ. After the set of discussion rounds with “Autorité Gouvernementale de
Certification Electronique” authority, it has been found that the use of blockchain for
certification and digital signature between public institution is prohibited by Algerian
regulations, namely by the law 15-04 of 11 from 01/02/2015. And this is the only authority
capable to grant this kind of certification within state institutions. By this fact, the use of
blockchain in the DIGITAQ project is unfortunately cancelled due to regulatory reasons.
However, the impossibility of a blockchain technology use is a real loss for the project, but
the compliance with regulations is critical for the project’s success.

4 The Proposed DIGITAQ Platform

As one of the inspiration sources for the platform specification we are using the TOGAF
previously defined in chapter 1.1. On this stage we define a set of building blocks,
namely the ABBs that satisfy the required capabilities or fundamental functionalities
previously identified. The corresponding SBBs defining the specific tools to deliver the
required functionalities will be defined on the later stages. Moreover, the possibility to
use artefacts to define the building blocks is considered. Below the specified ABBs with
corresponding descriptions are listed:

- Certification / Ministry Viewer. This ABB serves the goal of certification of
a BPMN to then be used by all universities. In this case, access to BPMN
Process Repository “adopted by ministry”. Another point is to certify a
Result (Performance Result) of a university. The future plans for SBB
include the DIGITAQ Reporting DBs to assure the information integrity.

- Reporting Application. This ABB is responsible for reporting of each step
(variables defined) of the quality process and integrate such reported data
with particular information of their own university.

- BPMN Editor or DIGITAQ Lab. This ABB should deliver the capability of
creating the new processes collaboratively, save and send them to the
certification authority following metadata rules with ability to follow
particularities to then assure the right recording.

- DashBoard Viewer. This ABB checks the performance of the
entities/universities at both national and university levels and provides an
option to save a view (report a result to DIGITAQ Reporting DB). The Al-
Analytics block enables the data analysis to suggest possible improvements
to the process design.
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Figure 28 — The core components (ABBs) of the DIGITAQ model

The next stage covers the process of SBBs selection and/or development to satisfy the
capabilities/functionalities defined by ABBs (see Table 1). Let’s look at the example to give
an insight: the Reporting Application can utilise, for instance, publish-subscribe messaging
paradigm. Then we can employ one of the available message brokers. Thus, one of the SBB
for this ABB will be a messaging broker, for instance, Mosquitto, and the optional one —
EMQX. The Table presented below represents the defined ABBs with the corresponding
SBBs delivering the functionality of ABBs, including the Explanation column for justification
of a choice of specific SBB solutions.

In the tables below we have defined the ABB and SBB for one of the key components —
BPMN Editor, the rest of the components will be addressed after the WP2.

Two BPMN engines were considered to be used by the DIGITAQ. Both provide quite similar
functionalities allowing establishment of BPMN process flows. One advantage of Bonita is
that it allows designing better sophisticated GUIs, while Camunda GUIs are simpler. Both
solutions support REST APIs to access the data with HTTP requests. Even though the
solutions are quite similar, the Bonita studio has been selected for the role of BPMN editor in
DIGITAQ.

Table 2 — critical aspects of the BPMN ABB

Component  Functionality  Attributes Interfaces  Constraints Manageability
(functional
dependencies)
BPMN Editor = Create BPMN | Set Actors | N/A Storage Define the actors
process flows involved in the process
Deploy JAVA APl | Storage Set the functional
functional /RESTful elements and set
elements corresponding
connections among
them
Create GUI | N/A Storage Create the forms
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reflecting the stages of
the designed process

Table 3 — Possible SBBs for the BPMN ABB

Solution ABB Component  Level

Bonita Studio BPMN Engine and | Generic
Editor

Camunda BPMN Engine and | Generic
Editor

Functionality

BPMN process design
and deployment

BPMN process design

Evaluation
Use (?)

Don’t use

In the next phase of this work already under the WP2 work it will be analysed the other
elements of the architecture. Thus, the following table (Table 4) will be fulfilled to
accomplish the specification and further DIGITAQ platform implementation. As BONITA
offer different outcomes it may be explored for different modules of the developed

architecture.

Table 4 — The ABBs defined with corresponding SBBs

ABBs Preferred SBBs

Certification / Ministry
Viewer

Reporting Application
BPMN Editor or Digitaq
Lab

DashBoard Viewer

Optional SBBs

Explanation
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